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Abstract: In recent times, the Philippines has become a central location for scamming in Southeast Asia
and even further. Those scams such types as phishing, investment swindles, fake online store job offers,
and romantic tricks — find their primary victims among the most unprotected people, which causes great
money and moral damage. The harm inflicted is quite significant: economically these crimes bring about
considerable financial loss, shake faith in online transactions, and maintain economic instability; socially
they spoil trust relationships on the Internet and cause deep long-term suffering for those who were
cheated; politically it points to the necessity of more strict measures taken regionally or internationally.
For this research work, a qualitative approach was taken. In scientific research, there is a ‘Columbus egg’
that reveals itself to be a descriptive case study. They affect people greatly both financially and
emotionally while at the same time demanding from government bodies stronger rules coupled with
widescale public enlightenment programs against them. The solution should be all-embracing: applying
modern cybersecurity tools like password managers together with anti-phishing software; adopting stiffer
legal frameworks not only nationally but also internationally; carrying out various awareness campaigns
among different layers of society.
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1. Introduction

The use of the internet allows for the commission of cybercrimes and online fraud which may
involve simple acts or the use of anonymous digital systems aimed at exploiting its speed,
convenience and instant world connectivity. These illegal activities have become very rampant
within Philippines thereby demanding more action in regulating them through laws and
implementation. A study found out that 35.9% of respondents reported being scammed or
experiencing retail fraud when shopping online making the country have highest cases for online
shopping scams in Asia. This weakness was attributed to vulnerability during high seasons like
Christmas where there is an overwhelming number of people doing transactions over internet.
CICC has therefore warned members of public against falling prey into these scams saying they
are designed in such a way that takes advantage on quick responses without verification of truth.
This situation is worsened by reports which show that Filipinos lost over P155.2 million due to
different kinds of tricks during first eight months of 2023 alone. Additionally, attempts related
with digital fraud in Philippines’ economy also went up significantly up. In 2022, it was suspected
that 8.7% had fraud cases because there were 3,615 reported incidents involving Facebook
alone where individuals pretended being genuine sellers yet they were not after money only
which is highest figure recorded within that period. There should be new legislations enacted so
that people can be protected against these problems; among them include Anti-Financial
Account Scamming Act (AFASA) whose objective is to come up with more strict measures
towards controlling financial account scams. Furthermore, there has to be an implementation
process for Cybercrime Prevention Law as well as Internet Transactions Act 2023 which will
make online platforms liable when found hosting fraudulent activities besides safeguarding
buyers’ interests. Researchers investigate the causes, effects, and possible countermeasures of
swindles in this article, considering how they evolve with technology and Al, monetary and social
repercussions, and methods such as consumer awareness, anti-fraud Al, and enhanced
collaboration across different sectors to tackle them.

2. Method

In this research, researcher used a qualitative approach. According to Denzin and Lincoln,
qualitative research is research that uses natural settings with the aim of interpreting
phenomena that occur, involves various existing methods, and it’s important for understanding
a social phenomenon and the perspective of the individual being studied. The qualitative

approach produces descriptive data in the form of written or spoken words from the behavior
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of people being observed. In this research, the type of research used is a descriptive case study.
According to Suharsimi Arikunto, case studies are an intensive, detailed and in-depth approach
to certain symptoms. According to Basuki, the definition of a case study is a form of research or
study of a problem that has certain characteristics, which can be carried out using either a
qualitative or quantitative approach, targeting individuals or groups, even the wider community.
Stake added that the emphasis in case studies is to maximize understanding of the cases studied
and not to obtain generalizations. The cases can be complex or simple, and the study time can
be short or long, depending on the concentration time available. Thus, the use of a qualitative
approach in case studies allows researchers to gain a deep and contextual understanding of the

phenomenon under study without the aim of generalizing the findings.

3. Result and Discussion

The Anatomy of Philippine Online Scams

Many online scams target individuals in the digital age through various platforms and the
Philippine is not an exception like other countries. It is for this reason why we are going to discuss
about some common fraudulent schemes so that you can be able understand them and avoid
being a victim:

1. Phishing Scams

One of the most common types of internet fraud is phishing whereby conmen deceive people
by asking for important details like passwords, credit card numbers or pin codes. These criminals
achieve this objective through sending emails which look as if they are from genuine bodies i.e.,
banks among others or designing their own websites that resemble these organizations.
Moreover, these misleading messages are usually marked “very urgent” so that the recipient
feels compelled to follow the link provided whereby he/she will then fill out personal
information on what appears to be a genuine but actually phony site. By having such data at
their disposal, perpetrators can carry out unauthorized transactions or commit identity theft.
2. Investment Scams

There are always high profits promised with low risks involved when it comes to investment
scams which attract many people into parting with their hard earned cash. Ponzi schemes, fake
investment opportunities and online trading platforms that do not exist are some examples of
these types of frauds. The victims may receive little amounts at first so as to win over more
confidence but this is just a tactic used since they will eventually stop altogether after which the

fraudster vanishes into thin air leaving behind huge monetary losses.
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3. Online Shopping Scams

Deceitful sellers advertise goods on the internet, receive payment but don’t deliver or send
items that are completely different from what was displayed. They typically achieve this by using
fraudulent websites or social media accounts to lure in unsuspecting buyers. A person may end
up with fake, substandard or nothing at all instead of the expected item. To avoid these frauds,
one should buy from known and approved stores plus reading reviews before buying.

4. Job and Employment Scams

Phony employers take advantage of desperate job seekers through enticing fake job offers.
Applicants are required to pay application fees, training materials or background checks which
result into financial loss when they realize that there were no such vacancies. To avoid falling
victim to these swindles, it is important for individuals to thoroughly research about the
company as well as being cautious with any position that requires upfront payment.

5. Romance Scam

Scammers create false profiles on dating sites or social media platforms with the aim of
establishing a romantic relationship with their targets. Once they earn trust from them,
scammers make up stories about having no money and ask for some. Victims often send large
amounts of money believing that they are helping a loved one out of financial trouble. In
addition to losing cash, people who fall for this scam also suffer emotionally. Therefore, one
should be careful when forming online relationships and never send funds to someone they have
not met in real life.

6. SIM Swap Scam

Mobile subscribers can fall victim to SIM swap scams when criminals pretend to be either them
or their authorised representatives. They do this by asking the victim’s mobile provider for a
replacement SIM card. This effectively gives them control over the victim’s phone number and
allows them to intercept all SMS messages, which may include those with one-time passwords
(OTPs) for banking transactions or other sensitive activities. Most people realize that they have
been scammed only after losing connection to their cellular network. To prevent such incidents
from occurring, individuals should refrain from sharing personal details as much as possible and
think about adding extra security features to their cellular accounts.

7. Email/SMS Spoofing

Email and SMS spoofing cons entail creating messages with counterfeit sender addresses so as
to conceal where they came from. Typically, fraudsters purport to be real institutions like banks,

newspapers or companies and ask for passwords or OTPs in these communications. Sometimes,
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there are also links leading to phishing websites included in them. In order not to become a
victim of this type of fraudulence, verify if the messages are authentic by contacting their alleged
senders through official channels and never click on any suspicious links.

8. Money Mule Scams

Money mule frauds solicit individuals into transferring illegally obtained funds either
electronically, physically or using other means available. They usually come in form of job offers
or requests from organizations to process money through personal bank accounts. However,
what recruits—referred as money mules—may not know is that they are aiding in the racket by
laundering stolen cash this way. To avoid becoming one of them, always be cautious when it
comes to vacancies that require transferring money and do not agree if your employer asks for
transactions via personal bank account.

9. Identity Theft

Identity theft takes place when scammers employ stolen personal details to gain financially or
receive credit and other advantages. This might lead to unauthorized transactions, deceitful
online activities, as well as transfers of money from the victim's bank accounts. Phishing, data
breaches, or different procedures may be used by scammers to get personal information. People
must keep their personal information safe and regularly check their financial accounts for any
unusual activities in order to prevent identity theft.

10. ATM/Card Skimming

ATM and card skimming scams entail utilizing illegal skimming mechanisms for duplicating
personal information from the magnetic stripe on ATM or credit cards. Scammers install these
mechanisms on ATMs or card readers so that they capture card details along with PINs. The
stolen data is then employed to fabricate counterfeit or cloned cards which are used in
unauthorized transactions. To evade falling victim to skimming scams, one should scrutinize
ATMs and card readers for any strange devices and ensure that the keypad is covered when
entering their PIN.

11. Phishing or Email Phishing (Online Banking Scam)

Online banking scams often involve phishing tricking people into providing personal information
by creating fake websites that look like real bank facilities which are used to achieve this goal.
Emails claiming to be from a bank are sent out by swindlers who direct recipients to a counterfeit
website where they enter their login details. After obtaining these credentials, the fraudsters

can access the victim’s accounts and make unauthorized transactions. To avoid falling for such
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scams, one should only visit official bank sites or use their mobile app when doing internet
finance and should also be careful with emails that ask for personal details.

12. SMSishing

SMSishing is another form of phishing except it uses SMS messages instead of emails but still
aims at tricking people into giving away personal information. Scammers will send text messages
containing harmful links which require the recipient to click on them and fill in their sensitive
data. Often times these types of communication mimic legitimate corporations like banks and
service providers hence posing as a threat. Therefore one way through which an individual can
safeguard themselves against such attacks would be refraining from clicking any links sent
through uninvited texts while at the same time verifying whether or not the sender is authentic
before disclosing private details.

13. Fake Online Lending Companies

Fraudulent companies pretend to give loans online and end up conning people who want quick
cash with high profits promised if they invest in these businesses. Most social media platforms
are used by such scams for grabbing attention but all that glitters is not gold because many times
those lured into this trap lose their money when the firm vanishes. It is therefore necessary for
anyone looking forward to borrowing from any organization over the internet do thorough
research about them and also be careful about deals that seem too good to be true.

14. Lottery Scam

Lottery frauds are when con artists send emails, letters, or SMS meaning that someone has won
a lottery that they were not even part of. Victims will be told to give personal details or send
money to claim their prize, if any. These types of scams can lead to financial loss as well as
identity theft. In order not to fall victim to these types of scams one should know that real
lotteries don’t require fees for claiming prizes and also never trust any unsolicited messages
stating you have won a lottery.

Philippine online scams use a combination of technology and psychology to dupe victims
effectively. It is essential to know these methods so that you can identify and avoid falling for
fraudulent activities. Phishing, for example, is done through emails or SMS where scammers
send messages purporting as if they are from well-known companies like banks and government
institutions in order to get people’s sensitive details. Another way scammers do this is by using
email spoofing which involves changing the sender’s address so that it looks genuine thus asking
for personal information from unsuspecting individuals mostly through fake emails. They may

also employ sim swap frauds which includes convincing a mobile service provider into issuing
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them new sim cards bearing the victim’s number hence enabling them receive OTPs needed
when logging into various accounts after which they take over; this is usually accompanied with
creation fake websites or social media accounts that imitate real ones where buyers are conned
into purchasing counterfeit or non-existent goods as well as stealing their private data.
Additionally, malware/ransomware can be used too; for instance unauthorized persons will
encrypt files demanding payment before decryption or simply infiltrate devices stealing user
information in the process.

Meanwhile emotional manipulation forms part of their psychological tactics e.g., romance
scamming whereby fraudsters build emotional connections with individuals on dating sites or
social platforms using fake profiles then solicit funds under false pretense after winning victims’
trust through purported financial crisis stories. There is also what can be termed as ‘creating
urgency’ where scammers claim people have won lotteries etc., have had their accounts hacked
thereby pressuring them into taking instant but unverified actions. Fear and anxiety are
exploited too by coming up threatening scenarios that put one’s safety at risk thus making them
feel compelled follow instructions indicated for example sending money so as not die etc;
additionally trust building becomes very important during execution these crimes hence why
most fraudsters pose either government officials like banking staffs among others while using
such credentials access significant person details. Moreover social engineering techniques come
handy when trying make victims download malwares or reveal login credentials disguised IT

supports.

The Multifaceted Impact of Online Scams in Southeast Asia

Scams that occur on the Internet throughout Southeast Asia have broad consequences that

touch the social, economic, and political fabric of the region. Such as:

1. Economic Impact

e Financial Losses: Each year billions of dollars are lost due to online frauds in Southeast

Asia which can be compared with some small countries’” GDP. The digital economy is
growing rapidly scammers take advantage by targeting both individuals and companies
with different fake activities ranging from phishing to investment and even fake e-
commerce sites. When these tricks are used, they usually steal so much money that if
placed back into economies through legal channels it would have a stabilizing effect at
local levels enhancing overall growth throughout various sectors within nations thus

fostering prosperity among people at large within those areas.
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Economic Disruption: Many times beyond direct financial loss other illegal businesses
like human trade or forced labor get involved as well alongside internet cons in
Southeast Asian states. Among other things they force those who have been defrauded
into slave-like work conditions under which no person should ever be made live. This
not only negatively affects the victims’ well-being but also destabilizes economic
activities by undercutting genuine enterprises and nurturing an underground market
system void of any legal framework thus leading to its collapse eventually due to lack of
regulation enforcement etcetera.Additionally too much destabilization caused may
scare away potential foreign investors hence making these countries lose out on much
needed capital injection that can only come from outside sources apart from decreasing

their overall competitiveness in attracting legitimate business operations.

2. Social Impact

Online Transactions Trust: Trust has significantly been eroded with regards to online
transactions because of fraud that has been growing in the digital era with reports of
scamming being points of reference. This has made customers become more and more
reluctant to engage in e-commerce activities and digital financial services as well which
are key factors of the economy today. In turn legitimate businesses are affected by lack
of this trust hence leading to their stagnation in growth thus hindering overall efficiency
within an economy. Mistrust like for small medium enterprises that heavily depend on
internet sales can have far reaching effects such as reduced revenue streams and
profitability levels altogether.

Interpersonal Relationships: There is a deep emotional impact caused by psychological
harm done through internet frauds also known as romance scams. These kinds of
criminals use people’s feelings against them so they may employ fear among other
things when conning their victims including those related with affection like love or
greed for money. For instance individuals who fall victim to such deceptions often end
up suffering from severe emotional distress in the long run which could result into
mental health problems such as stress disorder (PTSD) anxiety depression etcetera
further affecting personal interactions within society leading into decreased levels social
well-being as well. Consequently there will be wide spread lack trust general
suspiciousness all over community settings thus weakening social ties more than ever

before.
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3. Political Impact

Government Reactions: In South East Asia countries have acknowledged danger brought
about by cyber scams and have put up measures to deal with them. They include
imposing sanctions on persons involved in these crimes human trafficking among others
equally serious online frauds where individuals or entities can be blacklisted for
knowingly participating into such illicit activities that violate peoples’ rights using
information technology systems either directly indirectly by aiding abetting counselling
another person do so thus being an accessory before during after offence perpetration
thereof . Some states within this region strengthened their laws against cybercrime
while raising penalties attached hence broadening enforcement agencies' powers in
fighting against it but still more needs to done due complexity involved.
Intergovernmental Cooperation: The battle against online fraud involves collective
action beyond national borders. Such organization as UN (United Nations) has stated a
holistic approach that would mean strengthening human rights, good governance and
anti-corruption measures too among others in dealing with this problem. There have
been attempts by the UN to help identify and save victims as well as break up networks
behind such crimes internationally hence calling for closer ties worldwide since most
scams operate across several countries making it hard for one state alone to handle
them effectively.

Regional Framework: Despite acknowledging need for regional approach towards
fighting against internet swindles, there is no specific or common strategy in Southeast
Asia. Some countries from this region may have taken steps individually but they were
not comprehensive enough hence being described as fragmented and inconsistent
efforts so far undertaken. Therefore UN feels that ASEAN should work together more
closely by coming up with one plan which can guide all member states on what should
be done at different levels including sharing information; making laws similar where
necessary plus enforcing them jointly even through such things like raiding dens when
need arises. Failure to do this leaves loopholes for con artists to continue defrauding

people within the region thus creating perpetual cycle of deceit.

The significance of internet scams within South East Asia cannot be overstated since it has multi-

dimensional impacts touching on economic stability, social relations as well political landscape

of countries in the area concerned. In terms of economy fraudulent activities cause huge
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monetary loses thereby disrupting lawful business transactions thereby causing general unrest
within affected economies whose effects can be felt even outside such jurisdictions. Similarly
they lead to lack trust among individuals who may want transact digitally thereby weakening
social ties besides subjecting victims unsuspecting emotional torture for long periods this extent
undermining orderliness various societies politically while different levels have been put place
both at state levels by governments themselves plus other international bodies limited success
achieved them due lack comprehensive regional strategy designed specifically towards fighting
Against Online Scams (AQS). Thus, dealing this malaise calls for all rounded assistance where
public private partnerships need come together under clear guidelines geared at enhancing

good governance structures while at same time upholding rule law protecting those affected.

Global Repercussions

1. International Reach of Philippine Online Scams

Philippine scams online stretch beyond the country but connects with larger world wide

organization. They work across borders, using advanced technologies such as encrypted

communication channels and cryptocurrencies to avoid detection and launder money globally.

These global networks are good at adapting to new technologies and regulatory environments,

making it difficult for them to be fought against easily.

e Global Scam Networks
These are groups of people who work together using resources, knowledge and tools to
commit various types of fraud on an international scale. For example, a phishing scam
could be started from Philippine shores but its victims may be in USA, Europe or any
other part of the world linked by cyber space. This has been made possible by the
increase in usage of the internet which provides anonymity; they also send viruses via
email attachments which is another way through which they get access into information
systems undetected.
e Transnational Cybercrime

Considering its strategic position among many other factors such as high level internet
penetration and availability well educated personnel etc., it is no surprise why
Philippines has turned into one huge forge transnational cybercrime. In the Philippines,
cybercriminals often attack victims from different countries around the world in an
attempt to steal from them and cause harm in other ways such as identity theft among

others. Money is life and so cybercriminals work day and night to come up with
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mechanisms that will see them evade law enforcers while at the same time clean their
dirty money using all means possible so that they may continue engaging more crimes
that earn profit. The primary reason why global law enforcement agencies need to
respond strongly against these crimes is their international nature. There have been
many times when international cooperation was used to disrupt such networks. Some
of these include the joint efforts between Philippine National Police (PNP), Federal
Bureau of Investigation (FBI), Interpol and other worldwide organizations which resulted
in identifying and dismantling major scam syndicates. These types of collaborations
mostly comprise sharing intelligence information as well as conducting combined
operations and prosecuting offenders in various jurisdictions. Furthermore, regulatory
and policy organs at international level also engage in this cooperation by coming up
with systems that will boost cyber security and integrity in financial systems worldwide.
They do so in order to create a framework which would prevent gaps for example
differing standards from one country to another or weak enforcement capabilities

within certain areas thereby making it easier for the cyber criminals.

In addition the involvement of Philippines in transnational cybercrime underscores the necessity

for an all-inclusive approach to safeguarding information systems against attack through

partnerships across borders. As part of such strategy there should be more focus on sharing

knowledge, harmonizing legal frameworks amongst countries as well as building capacity for

national policing units so that they can effectively deal with these challenges. Equally important

is continuous public awareness creation about best practices in cyber security aimed at reducing

chances that individuals or organizations fall prey to online swindles.

2. Case Studies of Philippine Online Scams

The "Boiler Room" Scam

Back in the early 2000s, a super sketchy scam called the "Boiler Room" scam started
making waves. This shady operation was run by a group of scammers from the
Philippines and Hong Kong who were up to no good. They set up fake investment
companies and used aggressive sales tactics, just like those old-school boiler room
operations, to rip off unsuspecting investors all over the world. These crooks would cold-
call people, dangling the promise of big profits from investments that were supposedly
legit. But here's the kicker: everything was a complete lie, with fake documents and

guarantees to back it up. These scammers were real pros at making their scams seem
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legit. They had fancy websites and even office addresses to add to the illusion. They'd
whip out professional-looking documents and use fancy financial jargon that could easily
fool even the savviest investors. Once they had their victims convinced and the money
transferred, poof! The scammers vanished into thin air, leaving no trace and leaving the
investors with empty pockets. This "Boiler Room" scam was huge, with losses estimated
to be over $100 million. And it wasn't just about the money. The victims suffered a
serious blow, both financially and emotionally. Many of them lost their entire life
savings. This scam showed just how sophisticated online scams have become and the
urgent need for countries to work together to catch and punish these criminals. It's also
a wake-up call for all investors to stay on their toes and for regulators to tighten up the
financial industry.

The "Nigerian Prince" Scam

While it originated in Nigeria, scammers in the Philippines have also been in on the
action. This classic scam usually starts with an email from someone claiming to be a
wealthy Nigerian prince or high-ranking government official. They spin a tale about
needing help to move a boatload of money out of the country. In return for your
assistance, they promise you a fat reward. Of course, there's always a catch. They'll ask
for personal info or money to cover administrative fees or bribes. Believe it or not, the
"Nigerian Prince" scam is still going strong, reeling in victims from all corners of the
globe. The scammers are slick. They craft their emails to tug at your heartstrings and
create a sense of urgency. They want you to act fast and not think twice. They start by
asking for a small favor, but once they've got you hooked, they reel you in deeper and
deeper, playing on your trust and your dreams of hitting the jackpot. The cumulative
losses from the "Nigerian Prince" scam over the years have been mind-boggling, totaling
more than $10 billion. This scam shows just how persistent and adaptable
cybercriminals can be. They know how to manipulate your emotions and use social
engineering to exploit you. The fact that scammers in the Philippines are involved in this
con job is a reminder that cybercrime knows no borders and poses a global challenge.
The widespread reach and devastating impact of the "Nigerian Prince" scam make it
clear that we all need to be educated on how to recognize and avoid these frauds. It's
high time we beefed up our cybersecurity measures and tightened the legal frameworks

to nab these scammers across different countries. Law enforcement agencies worldwide
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are striving to raise awareness and provide resources to help people protect themselves

from falling into these.

3. Law Enforcement and Policy

International Collaboration

International cooperation is the key factor in the fight against cyber fraud. Nations of
different origins have united their forces with an aim to challenge these kinds of intricate
illicit activities. The United States and Philippines are a good example of such
cooperation. These two countries have on several occasions worked together to thwart
and bring to justice those participating in cyber crimes. Such collaborations often
incorporate exchange of information, carrying out synchronized attacks and extradition
of suspects for trial at the location where the impact was felt most by the victims.
Through this collaboration, a number of achievements have been made which include
busting major scam syndicates as well as arresting top notch hackers. These initiatives
highlight the significance of cross-border cooperation in curbing cybercrime because
many online scams operate through international networks that are able to evade any
given country’s police force. This can help countries deal more effectively with global
aspects relating to online deceit provided they combine resources and skills together.
Worldwide Efforts

Efforts to fight transborder cybercrimes and online fraud are being made by
international organizations such as Interpol and United Nations Office on Drugs and
Crime (UNODC). For example, Interpol has set up a Cybercrime Directorate that
collaborates with member countries to detect and catch criminals who use internet as
their tool in committing various crimes. The directorate has simplified the sharing of
information and best practices among nations helping them to keep abreast offully
informed about impending threats.

The UNODC has been at the forefront in initiating measures aimed at preventing and
prosecuting on-line fraudsters. These measures include organizing workshops for law
enforcement officials, developing comprehensive policy frameworks, and encouraging
international collaboration. One such initiative is the Global Programme on Cybercrime
that helps countries develop capacity towards countering cybercrime through legislative
reform, provision of technical assistance, as well as promotion of international
standards. These initiatives bind nations against cyber-crime which is inevitable if some

states lack resources or technological skills.
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National Laws and Regulations

At the national level, countries have enacted specific laws and regulations aimed at
combatting the increasing online scams. Take for instance, in the Philippines, they
ratified a Cybercrime Prevention Act of 2012 which seeks to classify various activities
carried out through the internet as crimes such as cyber fraud, identity theft and
hacking. The legislation is necessary for prosecuting individuals who commit
cybercrimes and also outlines guidelines on how digital evidence should be collected
and maintained. Other countries have taken similar initiatives. By way of illustration, in
United States, Computer Fraud and Abuse Act (CFAA) is a major tool that is used in
prosecuting cybercriminals whereas General Data Protection Regulation (GDPR) in
European Union incorporates clauses that help to enhance privacy and protect personal
information; thus minimizing chances of experiencing data breaches leading to more
cases of theft identity. They are important for equipping law enforcement agencies with
tools to catch up with internet scammers. In addition they act as a deterrent to potential
wrongdoers since they imply that becoming engaged in cyber crime may lead to severe
legal consequences.

Public Awareness

Public awareness campaigns play an essential role in preventing online scams through
educating people and businesses about dangers and good practices for keeping safe
while using the internet. Such campaigns are usually led by government departments,
non-governmental organizations as well as private firms who use social media platforms
among others like TV shows or community seminars so that they can reach many
people. The primary purpose of these promotions is to enlighten individuals on how
they can easily identify fake websites, emails or text messages purporting to be from
genuine organizations which are after their personal information. The government of
the Philippines working hand in hand with different stakeholders has put in place various
programs aimed at sensitizing its citizens about cyber security. One example is the
National Cybersecurity Plan developed by The Department of Information and
Communications Technology (DICT) that contains components for public awareness
creation on cyber threats and their mitigation measures. At an international level; “Safer
Internet Day” is observed across more than 150 countries with an objective towards
making online technology and mobile phones safer for use particularly by children as

well as young people.
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3.4. Mitigation Strategies

Technological Solutions

In order to prevent people from being tricked online through fake activities, you can use
a number of technology strategies. For example, password managers are useful because
they can produce and keep different strong passwords for each online account, which
significantly reduces the chances of password reuse and makes it harder for hackers to
break into multiple accounts. Adding another verification step — such as a code sent to
the phone or a biometric scan — along with the password (known as two-factor
authentication or 2FA) also increases security. Anti-phishing programs alert users to
potential scams, block phishing emails/messages, and prevent unauthorized access to
sensitive information. Encryption ensures that eavesdropping on data/communications
does not occur by making any intercepted data indecipherable even if security
mechanisms are violated. Keeping software up-to-date through regular updates is
important because they fix known vulnerabilities thus lowering risks associated with
malware infections through ensuring that operating systems have latest security
patches installed along with other software programs.

Policy Recommendations

Strong policy measures need to be put in place so as to effectively deal with internet
scams. For instance, governments and international organizations should make very
strict regulations that will hinder any form of online scamming coupled with punishing
those involved severely. People also need Public Awareness Campaigns which will
enlighten them more about the dangers associated with these activities thereby
emphasizing on how they can protect themselves. Such educational programs must
stress the need for verifying legitimacy of any online transaction before making
payments or giving out personal information and also make individuals wary of
unsolicited emails or calls. More Powers should be invested on international
cooperation since this crime cut across borders hence different countries sharing
intelligence may help conduct joint operations within specified regions leading up to
even having unified policies formed towards fighting against such global menaces.
Businesses and organizations can be saved from falling into such traps if only well laid
down cybersecurity standards are put in place thus creating a conducive environment

for preventing cyber crimes aimed at them.
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4. Conclussion

The global repercussions of Filipino internet scams are strong; it has become a major hotspot
for such fake actions in the area. These have wide effects, which touch not only the Philippines
but also other countries within South-East Asia and beyond them. Work related cons are
included in this list like investment fraud, phishing, job scams, romance scams among others
where unsuspecting persons may be targeted leading them to suffer emotional distress as well
as financial loss. To reduce these impacts, there should be an all-inclusive approach involving
technological measures, policy propositions as well as awareness creation programs. For
instance one can use password managers or two-factor authentication while dealing with their
emails so that they are less susceptible to being phished; this is because it will require more than
just entering a correct password for anyone to gain access into such accounts after the second
security step has been integrated into them. Again there should also exist laws which are binding
internationally against these crimes coupled with public sensitization on what constitutes typical
online scams many ways one may shield themselves from falling prey too easily. conclusively
therefore immediate steps need be taken towards addressing this matter globally given its
urgency levels. By so doing we shall have been able to minimize risks posed by such fraudulent

activities on people around the world.

27



E-ISSN: 2962-8059

References

Barangas, K. (2024, April 1). Unmasking the Shadows: 7 Common E-commerce Fraud in
the Philippines. Retrieved from Be Global: https://beglobalecommercecorp.com/7-
common-e-commerce-fraud-in-the-philippines/

Bowman, S. (2024, May 9). HOW DES MOINES BUSINESSES CAN MITIGATE THE RISKS OF
ONLINE SCAMS. Retrieved from DSM USA:
https://www.dsmpartnership.com/news-media/blog/how-des-moines-
businesses-can-mitigate-the-risks-of-online-scams

Eddie Bouy Beniga Palad, M. T. (2019). Document Classification of Filipino Online Scam
Incident Text using Data Mining Techniques.

Ghisoni, C. (2024, March 31). Human Trafficking-fueled Fraud in Southeast Asia: A Socio-
economic Perspective. Retrieved from Jason Institute:
https://jasoninstitute.com/human-trafficking-fueled-fraud-in-southeast-asia-a-
socio-economic-perspective/

Inquiro. (2024, January 23). How to Protect Your Data from Online Scams in the
Philippines. Retrieved from Inquiro: https://inquiro.ph/how-to-protect-your-data-
from-online-scams-in-the-philippines/

New Zealand Foreign Affairs & Trade. (2023). Scams in the Philippines. Retrieved from
New Zealand Foreign Affairs & Trade: https://www.mfat.govt.nz/en/countries-
and-regions/asia/philippines/new-zealand-embassy/living-in-the-
philippines/scams-in-the-philippines

OHCR. (2023, August 31). Online scam operations and trafficking into forced criminality
in Southeast Asia: Recommendations for a human rights response. Retrieved from
Relief Web: https://reliefweb.int/report/world/online-scam-operations-and-
trafficking-forced-criminality-southeast-asia-recommendations-human-rights-
response

Peter, Z. (2023, December 23). Southeast Asian Scam Hubs Drawing Global Scrutiny as
Reach Grows. Retrieved from VOA: https://www.voanews.com/a/southeast-asian-
scam-hubs-drawing-global-scrutiny-as-reach-grows-/7409758.html

Philippines, H. r. (2024, March 14). Hundreds rescued from love scam centre in the
Philippines. Retrieved from BBC: https://www.bbc.com/news/world-asia-

68562643
RESPICIO & CO. (2023, July 9). PROTECTING YOURSELF FROM ONLINE SCAMS IN THE
PHILIPPINES. Retrieved from RESPICIO & CO.:

https://www.respicio.ph/features/online-scams-in-the-philippines

RESPICIO & CO. (2024, March 23). Legal Framework for Addressing Fraud and Scams in
the Philippines. Retrieved from RESPICIO & CO.:
https://www.respicio.ph/commentaries/legal-framework-for-addressing-fraud-
and-scams-in-the-philippines

ROYANDOYAN, R. (2023, December 18). Philippines emerges as Asia's epicenter for
online shopping scams. Retrieved from Nikkei Asia:
https://asia.nikkei.com/Business/Retail/Philippines-emerges-as-Asia-s-epicenter-
for-online-shopping-scams?2

28



Politics and Humanism 5(1): 12-29

Techie, T. (2024, January 29). Don’t Get Fooled! 12 Online Scams in the Philippines to
Watch Out For in 2024. Retrieved from Home Credit:
https://www.homecredit.ph/stories/dont-get-scammed-watch-out-for-these-10-
online-scams-in-the-philippines

THONGNOI, J. (2023, October 10). Online scams in Southeast Asia create double victims:
those targeted and those forced to carry them out. Retrieved from The Intreperter:
https://www.lowyinstitute.org/the-interpreter/online-scams-southeast-asia-
create-double-victims-those-targeted-those-forced-carry

Tupas, E. (2023, December 2023). Online scams top list of 2023 cybercrimes. Retrieved
from Philstar Global:
https://www.philstar.com/headlines/2023/12/20/2320172/online-scams-top-list-
2023-cybercrimes

UNODC Regional Office for Southeast Asia and the Pacific. (2023, June 20). Protecting
against online scams, phishing, and identity theft. Retrieved from UNODC:
https://www.unodc.org/roseap/en/2023/06/online-scams-phishing/story.html

29



