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A b s t r a c t 

This systematic literature review examines the development of maritime systems in the digital era, focusing 
on technological advances, implementation challenges, and their impact on operational efficiency and 
environmental sustainability. The study analyzes recent developments in maritime digitalization, including 
Internet of Things (IoT) implementation, autonomous vessel technology, blockchain integration, and smart 
port systems. Through a comprehensive analysis of peer-reviewed publications from 2018 to 2024, the 
review reveals significant improvements in operational efficiency, with smart ports showing up to 35% 
increase in operational effectiveness and digital route optimization leading to 18% reduction in CO2 
emissions. However, the research also identifies critical challenges, including a 300% increase in cyber 
attacks since 2020 and significant digital disparities between developed and developing regions, with 
adoption rates varying from 22% in Africa to 72% in North America. The findings indicate that while digital 
transformation in the maritime sector shows promising results in enhancing operational efficiency and 
environmental sustainability, issues of cybersecurity, standardization, and digital divide require urgent 
attention. The study projects substantial growth in maritime technology adoption, with 5G implementation 
expected to reach 60% by 2025 and autonomous operations projected to achieve 70% penetration by 2030. 
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1. Introduction 
 

The digital revolution has fundamentally 
changed various aspects of human life, 
including the maritime sector, which is one of 
the main pillars of global trade. In recent 
decades, digital transformation in the maritime 
industry has experienced significant 
acceleration, driven by the need for operational 
efficiency, navigational safety, and 
environmental sustainability [1]. Digitalization 
of maritime systems not only includes ship and 
port automation, but also includes the 
integration of Internet of Things (IoT) 
technology, artificial intelligence, and big data 
analysis that provide new perspectives in 
managing maritime operations [2]. 

The history of maritime technology 
development shows rapid evolution since the 
introduction of radar and radio communication 

systems in the mid-20th century. This 
transformation continued with the adoption of 
satellite technology for navigation and 
communication, which later became the 
foundation for modern maritime systems [3]. 
The digital era has brought a paradigm shift in 
the way the maritime industry operates, from 
traditional manual systems to digitally 
integrated and automated systems. 

The development of information and 
communication technology has enabled the 
implementation of the "Smart Maritime" 
concept that integrates various digital systems 
to improve operational effectiveness and 
shipping safety. Systems such as the Automatic 
Identification System (AIS), Electronic Chart 
Display and Information System (ECDIS), and 
Vessel Traffic Service (VTS) have become 
standard components in modern navigation [4]. 
Furthermore, the development of autonomous 
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vessel technology and remote monitoring has 
opened a new chapter in the shipping industry, 
promising to reduce the risk of maritime 
accidents and optimize fuel consumption. 

The implementation of blockchain 
technology in maritime systems has brought its 
own revolution in supply chain management 
and shipping documentation. This technology 
offers transparency, security, and efficiency in 
the management of shipping documents, 
certification, and maritime financial 
transactions [5]. The integration of blockchain 
with smart port management systems has 
resulted in significant improvements in 
operational efficiency and reduced waiting 
times at ports. 

Digital transformation in the maritime 
sector also brings its own challenges, especially 
in terms of cybersecurity and technology 
standardization. Increasing reliance on digital 
systems makes maritime infrastructure more 
vulnerable to cyberattacks that can threaten 
the safety of navigation and the stability of the 
global supply chain [6]. In addition, the digital 
divide between developed and developing 
countries in the adoption of modern maritime 
technology creates challenges in the 
harmonization of international standards and 
system interoperability. 

Environmental sustainability aspects are a 
major focus in the development of digital 
maritime systems. Sensor-based emission 
monitoring technology, route optimization 
systems that take into account weather factors 
and fuel consumption, and the implementation 
of environmentally friendly propulsion 
technologies have become major trends in this 
industry [7]. The integration of digital 
technology in environmental aspects not only 
helps to meet international regulations but also 
contributes to global efforts to reduce the 
impact of climate change. 

This study aims to comprehensively examine 
the development of maritime systems in the 
digital era, with a focus on the implementation 
of the latest technology, the challenges faced, 
and its impact on operational efficiency and 
environmental sustainability. Through a 
systematic literature review, this study is 
expected to provide an in-depth understanding 
of digital transformation in the maritime 
industry and provide insights for the 
development of maritime systems in the 
future. 

2. Methodology 
 
This study uses a systematic literature 

review approach to examine the development 
of maritime systems in the digital era. The 
process of collecting and analyzing literature 
was carried out systematically following the 
PRISMA (Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses) 
protocol to ensure the quality and validity of 
the study results [8]. The initial stage of the 
study began with a literature search in several 
leading academic databases such as IEEE 
Xplore, Science Direct, Scopus, and Web of 
Science, with a publication period from 2018 to 
2024 to ensure the actuality of the information. 

In the literature search process, the 
combination of keywords used includes 
"maritime digitalization", "smart maritime", 
"digital shipping", "maritime technology", 
"maritime IoT", "autonomous vessels", and 
"maritime cybersecurity". The inclusion criteria 
applied include peer-reviewed journal articles, 
international conference proceedings, and 
technical reports from international maritime 
organizations related to digital transformation 
in the maritime sector [9]. Meanwhile, the 
exclusion criteria include non-English language 
articles, articles that are not fully accessible, 
and publications that have not gone through 
the peer-review process. 

The article screening and selection process 
is carried out in several stages. The first stage 
involves examining the title and abstract to 
assess the initial relevance of the article to the 
research topic. Articles that pass this stage then 
enter the second stage of full-text examination 
to evaluate the quality and relevance of the 
content in depth [10]. Each selected article is 
then categorized based on the research focus, 
methodology used, and contribution to the 
development of digital maritime systems. 

Data analysis was conducted using a 
thematic approach to identify, analyze, and 
report patterns or themes that emerged in the 
literature reviewed. The coding and 
categorization of themes was carried out 
systematically using NVivo qualitative analysis 
software to ensure consistency and accuracy in 
the analysis process [11]. The themes identified 
included technological developments, system 
implementation, challenges and barriers, and 
impacts on the maritime industry. 

To ensure the validity and reliability of the 
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analysis results, a data triangulation process 
was carried out by comparing findings from 
various sources and types of publications. In 
addition, intensive discussions were conducted 
among the research team to reach consensus in 
data interpretation and drawing conclusions. 
The validation process also involved cross-
checking with industry reports and policy 
documents from international maritime 
organizations to ensure the practical relevance 
of the research findings [12]. 

 

3. Results 
The Development of Digital Technology in 
Maritime Systems 

The results of the literature analysis show 
that the development of digital technology in 
maritime systems can be categorized into four 
main areas. First, the implementation of the 
Internet of Things (IoT) in maritime systems has 
increased significantly, with the use of 
sophisticated sensors to monitor various ship 
operational parameters. According to research 
conducted by Chen et al. [13], the 
implementation of IoT in the maritime sector 
has increased by 45% in the last five years, with 
a primary focus on monitoring engine 
performance, fuel consumption, and cargo 
conditions. 

Table 1. IoT Adoption Rate in Maritime Sector (2019-2024) 
Implementation Sector 2019 2020 2021 2022 2023 2024* 

Machine Monitoring 25% 35% 48% 56% 65% 72% 

Cargo Monitoring 20% 28% 42% 51% 62% 70% 

Navigation System 30% 38% 45% 55% 68% 75% 

Fuel Management 22% 32% 44% 53% 64% 71% 

Environmental Monitoring 18% 25% 35% 48% 58% 65% 

*Projection [13] 

 
Second, the development of autonomous 

vessel systems has reached a more mature 
stage with the integration of artificial 
intelligence and machine learning. A study 
conducted by Nakamura and Smith [14] 
revealed that autonomous vessel technology 
has succeeded in reducing the risk of maritime 
accidents by up to 30% in limited trials. 
Autonomous navigation systems that use a 
combination of LIDAR sensors, radar, and 
optical cameras have shown a high level of 
accuracy in detecting and avoiding obstacles in 
the maritime environment. 

Third, the implementation of blockchain in 
maritime supply chain management has had a 
positive impact on operational efficiency and 
transparency. Anderson et al. [15] reported 
that the use of blockchain-based smart 
contracts has reduced port documentation 
processing time by 40% and reduced 

administrative costs by 20%. This system has 
also increased trust between stakeholders in 
the maritime ecosystem. 

 
Challenges and Solutions in Digital 
Transformation 
 

While digital transformation brings a 
number of benefits, research has identified 
some significant challenges facing the maritime 
industry. Cybersecurity issues are a major 
concern, with a report from the Maritime 
Cybersecurity Institute [16] showing a 300% 
increase in cyberattacks on maritime 
infrastructure since 2020. To address this, the 
maritime industry has developed a 
comprehensive cybersecurity framework, 
including the implementation of end-to-end 
encryption and AI-based intrusion detection 
systems.

 
 
 
 
 



 
Maritime Technology and Society         20 

Table 2. Improving Operational Efficiency of Smart Port Ports 
Parameter Improvement ROI (3 years) 

Loading and Unloading Time +35% 180% 

Dock Utilization +28% 165% 

Energy Efficiency +25% 145% 

Inventory Management +32% 155% 

Truck Waiting Time -45% 175% 

Source: [18] 

 
The digital divide between maritime 

industry players is also a serious challenge. 
Research conducted by Rodriguez et al. [17] 
revealed that only 35% of shipping companies 
in developing countries have adopted advanced 
digital technologies. To address this gap, 
various initiatives have been launched, 
including digital training programs and funding 
schemes for maritime infrastructure 
modernization. 
 
Impact on Operational Efficiency and 
Sustainability 

Digital transformation has had a positive 
impact on the operational efficiency of the 
maritime industry. A comprehensive study 
conducted by the Maritime Operations 
Research Center [18] showed a 25% increase in 
operational efficiency in ports that have 
implemented smart port management systems. 
AI-based route optimization has resulted in a 
15% reduction in fuel consumption and a 20% 
reduction in transit time. 

In terms of environmental sustainability, the 

implementation of digital technology has 
contributed significantly to the reduction of 
carbon emissions. Thompson and Lee [19] 
reported that the use of digital emission 
monitoring systems and route optimization has 
helped shipping fleets reduce CO2 emissions by 
up to 18% compared to conventional operating 
methods. This technology also facilitates 
compliance with increasingly stringent 
international environmental regulations. 

 
Future Trends and Prospects 

Trend analysis shows that the maritime 
industry is moving towards a more 
comprehensive technology integration. Kumar 
et al. [20] project that the adoption of 5G 
technology in maritime operations will reach 
60% by 2025, enabling the implementation of 
more sophisticated real-time applications. The 
development of digital twins for ships and port 
infrastructure is also predicted to be a major 
trend, with the potential to increase 
maintenance efficiency by up to 35%.

 
Table 3. Projection of Maritime Technology Adoption 2025-2030 

Technology 2025 2027 2030 CAGR 

5G Implementation 60% 75% 85% 12.3% 

Digital Twin 45% 65% 80% 15.5% 

AI/ML Solutions 55% 70% 85% 13.8% 

Autonomous Operations 35% 50% 70% 18.2% 

Blockchain Integration 40% 60% 75% 16.5% 

Source: [20]  
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4. Discussion 
 
The results of a systematic analysis of the 

development of maritime systems in the digital 
era reveal several important findings that 
require further discussion. First, the trend of 
digital technology adoption in the maritime 
industry shows an uneven pattern 
geographically, with a significant gap between 
developed and developing countries. This 
phenomenon reflects the complexity of the 
digital transformation of the global maritime 
sector, where factors such as infrastructure, 
human resources, and regulatory policies play a 
crucial role in determining the level of 
implementation success [21]. 

Cybersecurity aspects emerge as a major 
challenge that requires a comprehensive 
approach. The 300% increase in cyberattacks 
since 2020 indicates that digital transformation 
must be balanced with a robust security 
strategy. This finding is in line with the research 
of Williams et al. [22] which emphasizes the 
importance of a holistic approach in maritime 
cybersecurity, including the integration of 
artificial intelligence for threat detection and 
automated response to attacks. 

The implementation of autonomous vessel 
technology shows promising potential in 
improving operational safety and efficiency. 
However, the adoption of this technology still 
faces complex regulatory and standardization 
challenges. Garcia and Thompson [23] 
underline the importance of developing an 
adaptive regulatory framework to 
accommodate technological innovation while 
ensuring operational safety. This becomes 
increasingly relevant considering the projected 
growth of autonomous vessels reaching a CAGR 
of 18.2% until 2030. 

In the context of environmental 
sustainability, digital transformation has made 
significant contributions through route 
optimization and operational efficiency. The 
reduction of CO2 emissions by 18% through the 
implementation of digital technology shows the 
potential of the maritime sector in supporting 
the global climate change agenda. However, 
Chen et al. [24] remind that this achievement 
needs to be accelerated to meet the IMO 2050 
target for reducing greenhouse gas emissions. 

Blockchain integration in maritime supply 
chain management has shown positive results 
in increasing transparency and efficiency. A 

40% reduction in documentation processing 
time indicates the potential of this technology 
in transforming maritime business processes. 
However, Rodriguez and Lee [25] identified 
that successful blockchain implementation 
requires better standardization and broader 
participation from industry stakeholders. 

 
5. Conclusions 

 
The conclusion of this journal article 

confirms that digital transformation in the 
maritime sector has shown significant progress, 
including the application of technologies such 
as the Internet of Things (IoT), autonomous 
vehicles, and blockchain integration. The 
results of this systematic literature review show 
an increase in operational efficiency of up to 
35% in smart ports, as well as an 18% reduction 
in CO2 emissions through digital technology-
based optimization. Despite the positive 
results, serious challenges such as the increase 
in cyberattacks, which has reached 300% since 
2020, and the striking digital divide between 
regions, especially between developed and 
developing countries, remain obstacles that 
must be overcome. Future plans show the 
continued increase in adoption of maritime 
technologies, including a projection of 
autonomous vehicle penetration reaching 70% 
by 2030. Therefore, to realize the full potential 
of maritime digitalization, a comprehensive 
approach is needed to address cybersecurity 
and digital divide issues, as well as foster 
collaboration between stakeholders worldwide. 
This effort will ensure that the maritime 
industry is not only technologically advanced, 
but also sustainable and inclusive for all 
countries. 
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